Cisco/NetScreen Firewall + VPN — 24 hrs

Higher Certificate in Network and Web Security (Cisco/NetScreen Firewall + VPN)

DAHE N

P ORI T 5 [RLE EERERY Firewall(ﬁ’%'ﬁ‘;”ﬁf) > Firewall fuzip™ [RLIGAIH V2R @ FRi=D 9t - &

ISR I R I T IR S RS A I 4P o

PA9E > VPN BILEL~ 8 e BRI < S VPN o 3 A S B SRS R

WAN(Wide Area Network)fvik -

Cisco PIX * NetScreen i’ [ g Firewall {5 VPN o {55 [l {8 ] H_Hfetife I";E":JE{J["ETBFIIFET@ Fﬁ#' o

PHHE IR

¢§5‘E%§éﬁﬁﬁ%ﬁ§ﬁi$§fﬁﬁlj%v g&ﬁ?ﬁi?ﬁ Cisco PIX * NetScreen ¥ Firewall % VPN Elfil%’{eo (ERISAE % Fﬁfﬁ?[ﬁ

Firewall » VPN F,g:gﬂg;?%%

P

Eirewall/VPN Device Configuration

<> Identify hardware components & functions.
<> Describe remote access configuration requirements &
commands.

<> Configure local management options.

Layer 2 / Transparent Mode Operations

<> Describe characteristics & operations of transparent
mode.

Layer 3 Operations

<> Configure static routes.

<> Discuss the use of multiple VRs.
< Verify routing operations.

Policy Configuration

< Configure address book entries & address groups.
<> Configure service parameters & service groups.
<> Configure basic policies.

Attack Prevention

< Describe SCREEN functions.

<> Describe Deep Inspection functionality.
<> Describe attack objects & severity levels.

Address Translation

Distinguish between NAT options.
Configure NAT-src (including DIPs).
Configure NAT-dst.

Configure MIPs.

Configure VIPs.

Verify address translation.VPNs
List basic VPN requirements.

Describe IPSec operations (Phase 1/2, Diffie-Hellman,
ESP/AH, etc.).
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Upgrade device software.

Manage configuration files (including configuration
rollback).

Configure transparent mode.

Describe NAT and route mode operations.
Configure NAT and route modes.

Configure advanced policy options.
Configure multi-cell.
Explain & verify policy operations.

Configure Deep Inspection.
Describe anti-virus functionality.
Configure anti-virus settings.

Configure policy-based VPNs.

Validate VPN operations.

Differentiate route-based and policy-based VPNs.
Describe tunnel interface operations.

Configure route-based VPNSs.

Validate VPN operationsRemote Client
Describe Remote Client options.

Configure Remote Client



